ImHJ/\
ZLinsE1EE (ASDM)

LIT]

BEIARIES RIEHER T 2405 k8 R 5= Lk, MHEH T 2 MM, 2/ RA T 6
AT R HAMEEAR RS EARTE R, FATEXS Wfa] U7 1) o8 1) RS K 587 i
LA S I B R R AT N A R Rl U8 Network Translation A /], #HEH T
H OB KB ek, XA PIX. PIX 0J LUE I o 20t By K B R 475 7,
B BE D7 Aot PIX OS Wdn 47 s A 4. M PIX OS 4.1 lRATIF4h, PIX
WAL T B P SO (GUD . S A6 1K) PIX GUI #7 N PIX B K BG BR 2%, 84776 Windows
NT % /At A PIX OS 6.0 fRATF4A, PIX GUI A8 A4 75 Efd F & 7o b vl v ge, it
HTTPS KTV, FrN PIX W& & FRE: (PDM). F|7 PIX OS 7.0 fii4, PIX GUI [FIRf
SRR 2R P i A H B ) S A A HTTPS HEAT V510, FROA 38 22 4 4% 8 7 2%
(ASDM).

F|T7 2005 4F, EEHEL T A CRIH P K%, A9 ASA. 2008 5, ERHEE AR
PIX 1577, ASA W& A1 PIX —FEtHAR 4L T A E 7 X, —Flodid@id CLI A\ 2 Rt
B, WM E ASDM #HTE . ASA MEERME RS AEL: T PIX OS (M4 7, 2
FRAS S N 7.0 22 T 8.0, HHT PIX /2Y% I Network Translation A &) 3R1S A= dh 2k, Rl H
25 1) PIX OS A1 IOS 1R AHME . 1HS2 M PIX OS 8.0 it AT 44, PIX OS 2851 10S Ak AH
BT . KTERBAFEER, 48 ASA [+ &Ed, ASDM it 7 K& 1 58 R
Ao 2013 4F, BFHEIE T —% 4~ Sourcefire ANV o 3% 5 A1 2 4% 7] 22 4 A48 [ 451 S
ez —. 5, BRERZ B SGMWM™5H EMH T Sourcefire MEIA, H it ASA
5500-X ¥ . AR, BERHEHEH T~ —AP k85, 40 Firepower 2100 &%, 4100
ZHH1 9300 R4,

KT TR kB0 E L, ARCE/ERTEE T 7 A4, Chs b, Firepower tffisLE
WG BT E L. thhn, Firepower 2R 1 Mg R 6e . BRI HgmHEE . mgUBER
PEBH . N —ARNAZ B 18 2R GoFn B RHE i B 22 T RE - Firepower BEAR 2 BN Sourcefire
g, Ry R A T REAN A T PIX OS A1 10S ) 8.x M B FihiA . szbr b, 7Ei%
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#ETITIH, Firepower W] LU H A9 RIRAE RS, #HATEAR R EMHS TIE, HEE
ISRmE R E TAE, WFZ@IT Firepower W& HAE (FDM) K5/, KN FXOS JLFA
AElC B 2 AN . AR, ASA Fl Firepower fEEE b (JCib /& CLI &2 GUD F1ER KK
Z5t . NTRACH P IESIRA, ST I A LF % . ASA 5500-X R K 45 th AT LA
{fiH] FDM ST 2, [AIR) Firepower 1] LUl IS 2 3E ASA [ PIX OS KT Ay AT & HL

Bt B 58 EARL ASA [P R 7 A2k CLI At ASDM. CLI izf7 sl i, {H75 %
B EE%>); 1) ASDM FEHEM, Wi T ASARE. BAME, A ASDM & —Ff
BT Java 1) GUI TH, FIT R ASA MBCE . W AHEBR TR E(E. ASDM 2K 2
RN S I E L, (FHATFET 2 T it ASA CLI Bp ] ffifb i & . ‘& il 5 SSL Fe & 1F .,
IR ASA 1815 %4, [FINT ASDM $ bkt & a5, LLRfEA CLI JGiEseii i B
HIFMIEEIIRE. Uk, ASDM ZRLE . FEAIER ASA WM&,

ZLj5 FH ASDM Vijlil, ASA FRE—LRKACE. BIAM S, ASDM i SSL ¥ Web
”*%%@%@J ASA Web k55 %5 SEIL V0] o SSL 23425 7 B Al ASA Web Jlir 55 %% 2 8] B3t £ 1
o ASA ZB/DEURELEE B, EHEBEOERT ASA 5. ASA 5505 &M O 4
SN EZHE VLAN #2100 (VLAN 1) FIER E0/0 #MA#EE Ethernet 3% 1. JNFTH HiAth ASA
Sheft TR 3 FEEN G0/0. BRI E, Z#is ASDM Viih ASA 5505, WLZiMCE
LR %

= NEREH VLAN #:0: HiCE 3 ZHhbb R a5,

= )3 Ethernet 0/1 ¥ 1: ERINAFECLS VLAN 1, {HAZ0HH

= H ASA Web %5 %% : BUIACAEA.

= RVFUTIE ASA Web JIRS545: BRINELLT, ASA fEHMIEIEIafT, Fit, Uil

HTTP JIR 5 #5 I AR A 4
ZH3) ASDM, TETERVFHIENL Web I W25 HHIA ASA [ IP ik, YA ENL
DAZIAE ) HTTPS i W48 @237 5 ASA WEBHz 0 1P bk )%z . 1% #¢ Continue to this
website (ZkZEU7 ML), 55 ASDM & H, BEHPE R ASDM JEEIE O, & Hi4tLL
AN IE D
®  Run Cisco ASDM as a local application C#8F} ASDM {E NAHN HiZ{T), Hp
f4% Install ASDM Launcher (%23 ASDM JEEIFEF) &I, FEE SSL M EML
SIM%ER: ASA. ﬁti@?’d’ﬁﬁ’}ﬁt%f T, WHRHE-ARAERELZ AN ASA W&, MH
JA 3 ASDM A~ 75 22 FLE W 3 B

®  Run Cisco ASDM as a Java Web Start application C# 8} ASDM {E & Java Web Start
M HZEAT), HHF Run ASDM (i217 ASDM) &5, 5 EE ASDM #7i%
PR BT R WA . W R ARAEA M EHL E 22 ASDM, 1 LLE+ Run
Startup Wizard GZ1TH3)F5) K. & B4t S CLI & B Y461k 5 284U
115 B WA AL

SR B

S
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RS AFEA R E, TR I 2 AN 2% WRENZF IR
ASDM, MM Bl FMAMAFER 22 WRER T M 2eEE, ihS
I FE A TS, 15 Continue (4K4L). T RS ERA —MReZdE (HIlM
GAEE, ERN ASA FIER R EZLIET, HEXEHEF ZoRihht 2 ASA 1t
bk, AT DAEZ AR, $8H ASDM W REAE/E LA NG . FF BN, A5
Run GZ&17). WRFEHNLZATVIME ASDM, FREAS BRIXE7 2%, )5, ASDM
2Bk ASDM IDM EEEST, FEMAH P LMEN ., BT EVIGRE, Ekixee
TEEA, REHRE OK (e, # Tk B A Smart Call Home % 11, 12645 it 75 ik
i, SRJEHd OK ().
F ERPRESE B 10s HH—k. BIRF I ERMAN T2 EHE BT
ASDM [P HARAL B IRTF, (HAEML v v ARIE A H ASA HIZ17IRA . ASDM &4t 4
MAEEI R . BRAE T, E 0 _EE /R Device Dashboard (¥ #&#2 MHI AR ), H A f{tH
K ASA EEFEE, Hlans roRE . OS A Va5 BAIYEREAH OC{5 B o Hi Firewall
Dashboard (7 K426 IR 150K Frs ALK, Forp SR (i ASA iU & 1) 22 4 A
KAEE, PlimEERgIHERE . F8. HiA SYN et . 32 v b ] g8 & os 1 HoAth ik
BRI .
= Intrusion prevention (ANAZFFTHD: {42248 IPS B E RIS IR, Mk T-R BoRf
K IPS A BIIRATE B

®  Content security (N Z4): 1Y ASA H 2235 N 25 22 4 N4 1) 22 4= IR 55 A e i) 2
N o BEHE TR 7N DR N 25 22 A AR i) 22 4 IR S5 B R LIRSS B, JE R ASDM A
FUGHH B R R AAE H ASA LRI Thig .

AIH A ASA ) GUI ASDM R 56 B A ) e 46 Al 22 W o fEATH 1, HF %
FCE SR AN FIAE ASA B S e T ASDM 5 [ i) ASA, Jf HA#H] ASDM J& 3h 7] T &
FEARN ASA, PLRNTBE AN 4% 2 (R ()7 K B . 4 Tk, &7 2l ASDM At B ¢
Fe B A %S, LLKTE ASA LACE DMZ JH2 4t DMZ AR 45 28 K17 il .

55 1: (£ ASDM MHENZZIZ&FHITHEAREE

1. E%BH

WIS AATS, T LR

= fiCE R1. R2 Al R3 Z [AIERASEE B, CLHEERINEK s

= JHH R1 B[ HTTP RS54 IF 50 E B FE A VTY %65,
= FEIFENLEN IP;

= Pl E ASDM FFEGUEXT ASA V7 i) ;
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= i1 ASDM Jf T fi# GUI IfEEH

2. {E&HI

RALS BT R E 7-1 Fios.

AATS 11 1P Huhk 23 I L3R 7-1.

3. EETE

FB 1 BARRBEF[AINATENNEE.

B0 RIS R AT R A I E

R 7-1 e, JFRIE R EARLR, IR CATEFRES RS FIZ HAL fE B & -
2 N AT AL B A S

a. NEEHMHSLEFENA.

b. FCEMHaE 0 1P Hudk.

$30: A FACEHSEE.

a. BCE M R1 2| R2 LA R3 F| R2 EHSERINES H

Rl (config)# ip route 0.0.0.0 0.0.0.0 s1/0
R3(config)# ip route 0.0.0.0 0.0.0.0 s1/1

b. BCE M R2 F R1 21 E0/0 FM GEHEF] ASA ¥ G0/0) B AR i PL A M R2

F| R3 LAN EF B H .

R2 (config)# ip route 209.165.200.224 255.255.255.248 s1/0
R2 (config) # ip route 172.16.3.0 255.255.255.0 s1/1

%40 EEITENENIP.
N PC-A. PC-B #l PC-C FLEF#Z IP Hukik. T PIEEDAIER ARG
%5 fE£ Rl RECEIFINEZ.
FE: WESFHORDFRBREMRXE A 10 NFF, 24 T IITES, Fh TR A 8
o EBEA T MG PR B RGED.
a. BCER/NFIGKEE. {EH] security passwords 2K i NERGK BB E N 10 MFFF.
Rl (config) # security passwords min-length 10
b. %Y cisco12345 FCE P & i i as LB FIN& %1%, {1/ 9 38 (SCRYPT) #
.
Rl (config) # enable algorithm-type scrypt secret ciscol2345
c. i fH#1% adminO1pass 62 A Hs admin01 7. {61 9 3% (SCRYPT) HA&EH:
FBR B E N 15,

Rl (config) #username adminOl privilege 15 algorithm-type scrypt secret
adminOlpass

d. BEEH G VTY LRI E N AR i iT 8%, ATIREZEE, HK4E
FRECE R 5 B N ICAT T ERERDVESS . K logging synchronous i 4> LR (4% ]
SR ERSNE Rl TR R HE TN
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Rl (config) # line console 0

Rl (config-line) # login local

Rl (config-line) # exec-timeout 5 0

Rl (config-line) # logging synchronous
Rl (config) # line vty 0 4

Rl (config-line) # login local

Rl (config-line) # transport input ssh
Rl (config-line) # exec-timeout 5 0

e. fER1 FJaH HTTP RS54 V5 00 o {88 FH A H 304 5 34T HTTP AGE
$IB 2. HZAT ASDM ifjjalf ASA.

%15 fLE ASDM 11,

a. NWIBZSELE D GO/, FRK A E Vs 100.
CCNAS-ASA (config) # interface g0/1

CCNAS-ASA (config-if) # nameif inside

CCNAS-ASA (config-if) # ip address 192.168.1.1 255.255.255.0

)
CCNAS-ASA (config-if) # security-level 100
CCNAS-ASA (config-if) # no shutdown

AR LS B B 2 O GO/0, Fg 2 g B AR 0.

CCNAS-ASA (config-if)# interface g0/0

CCNAS-ASA (config-if)# nameif outside

INFO: Security level for "outside" set to 0 by default.
CCNAS-ASA (config-if) # ip address 209.165.200.226 255.255.255.248
CCNAS-ASA (config-if)# no shutdown

b. iEiL M PC-B X ASA #1101 VLAN 1 IP Hi}i: 192.168.1.1 44T ping BRAEdMIRIEDE .
ping AR BE AL -

%20 FLE ASDM FEEHEXT ASA 1Al

a. fHiH] http f74¥ ASA BCE N5 HTTPS &3 3 0¥ P BF M 2% L A ] EHLTG
il ASDM.

ciscoasa (config)# http server enable
ciscoasa (config)# http 192.168.1.0 255.255.255.0 inside

b. 7E PC-B L3P % 2%, % https://192.168.1.1 LR ASA ) HTTPS iEF 1)
Y7 1A o

EE. 5440/ URL $ 452 HTTPS.
% 3. Vilal ASDM 3 1 #% GUI HI{¥ .
a. i https://192.168.1.1 J5, ENIZEE BIH M2 e B 2% %, 1 8-1
. HiimB—Rmmalsh. /£ “InZapss” e, BHEEAR S5,
K 8-2 Flir.

& /£ URL $45% HTTPS.
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[ Faepnsg x|+ J
€ O hiipsy//192.168.1.1 e U ¢ QF-<k w
& 2meE L ovaEsas | saae B sems

% mERtTRe

192.168.1.1 FIRAEERAIEREERL, SBASHISERE | Firefox i85 SRFMEIDER,
TR

REMESER | T8 Mozilla IREPFH=EE SRS

192.168.1.1 /R T TREIREIES.

HEBERDEEREAM ST
ZEBRIEHR 192.168.1.1 &L

$Eimfth% SEC_ ERROR_UNKNOWN ISSUER

SROOE...

B 8-1 pbias i e

=t s

!g_ HIGHRRTT. BRI A S EREMIRE.

BE=

R =/192.168.1.1 | (s
iEBRE

I RIS BN .

RIS

IEBETEMRML S EEENNEE .
FAHFR

EomEm A HE RS EENETHLIZSMNAES | FLUTEEEIES.

FALFFHBSHE)

A= 2HIMC) B

K82 Hiikz4axflsh

b. £ ASDM XKid Ftiid, W LLE B P Fi217 ASDM (1773, Install ASDM
Launcher A1 Install Java Web Start, iX B3 171# F Install ASDM Launcher,
W 8-3 Frw .
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Cisco ASDM 7.5(2) * +
€ ®PE hitps;//192.168.1.1/admin/public/index. htm| WEE ¢ Q5> B ¥
ER-vE 1} JAlERES | EERMEE TR

% Cisco ASDM 7.5(2) nlle

Cisco

Cisco ASDM 7.5(2) provides an intuitive graphical user interface that makes it easy to set up,
configure and manage vour Cisco security appliances.

Cisco ASDM can run as a local application or as a Java Web Start application.

Run Cisco ASDM as a local application

When you run Cisco ASDM as a local application, it connects to your security appliance from your
desktop using 55L. Running Cisco ASDM as an application has theze advantages:

® You can invoke ASDM from a desktop shortcut. No browser iz required.
» One desktop shortcut allows you to connect to multiple security appliances.

Install ASDM Launcher

Run Cisco ASDM as a Java Web Start application

Java Web Start is required to run ASDM, but it is not installed on this computer.

Install Java Web Start

Copyright @ 2006-2015 Cisco Systems, Inc. All rights reserved.

& 8-3 ASDM Wit F [

c. H.i7 Install ASDM Launcher, 25 I1F#£FTH dm-launcher.msi X} i5HE, SEFEIRAF
AT JE R R, Wil 8-4 TR

d. A#H T dm-launcher.msi X, 1EFZAE, 2T /LR I ASDM J53)
&, Kl 8-5 Pus.

IETEFTFF dm-launcher.msi x

ESE T -
15 dm-launcher.msi

{428 1 Windows Installer Package (757 KB)
HE : https://192.168.1.1

1E¥BSE Firefox MHEMHRINSZ4E 2

AP ei(e)]

LIEERERAERNA RS, (A)

(=] =

K 8-4 {#7F dm-launcher.msi 314 8-5 S ) ASDM-IDM J3 &1 %%

e. Xii ASDM-IDM Jaz#%, 7E58H ST IEHER b —F2 4 N\ 192.168.1.1, 41K 8-6
IV
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@ Cisco ASDM-IDM Launcher v1.8(0) — *
&L, Cisco ASDM-IDM Launch il
by
Device IP Address / Neme: 192 168.1.1 LJ
Username:
Passrord:
[]Bemember the username of the specified device on this computer
e
@& |&

K 8-6 HEFl ASDM-IDM Ja 5/1#%

f. fEFRNIN “ 2 A7 XPIRHE R ke, W1 8-7 B

=TS X

T 2
Sillt, web S FBERAAIE.

: ! : Web 345: https://192.168.1.1:443

¥ REBER THEATIOEL feb shofsi.
VAR 00

LIS

K 8-7  “apirERiL” GHEHE

g. Bl Yes (&) PAMINAT(] Hflh 22 44, BRZEFR “FERR” XHEHE, ]
PATE RN P NS, R, AT XS B2, RN ENTMARPACE, W
K 8-8 s

= =
0 https://192.168.1.1 IEFEEREMBHENER. ZRL
#F : “Authentication”
Brs: | |

HE BiE

KI8-8  “TEIAL” XTHE

h. HRHHES: . ASDM 20K MAiHc B N4k E GUI H.

i. VI4s GUI Fhif s & X AL . ASDM E S EAKSERAE 3 A F B
53: “Home” (FT1). “Configuration” (FLE) Fl “Monitoring” (¥, &l 8-9
Fine “Home” (FT1) #B4r Z2ERINKE, B “Device Dashboard” (¥ £+ il THI#i )
F1 “Firewall Dashboard” (Bfj KIgE I HAR ). “Device Dashboard” (¥ £+ fill [HI # )
EERING, SoRKA (ASAV). ASA FIl ASDM A, PAFRAI ks (2
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M) SRS E. “Device Dashboard” (BAAIEHIHIR) LH 6 NX:
®  Device Information (% %15 E);
® Interface Status (FZ[1RZS);
® VPN Sessions (VPN £1);
®  Failover Status CHFEVIHRAS
m  System Resources Status ( & EE%I/)? R
®  Traffic Status (LEARE ),

[ Cisco ASDM 7.5(2) for ASA - 192.168.1.1 - o X
Fle View Tools Wizards Window Help Tve topic to search| Go Wil
2= < = —= = i
o((:a} Configuration ] Monitoring | (1) seve (@ rotroct Q) ock Q) rorvera | D oty cisco
|/ Home o
| <hhosrd | €% Firerall Dashbosrd
2 i TInterface 5 N
L:J- Interface TP Address/Mask Line Link Kops
B inside 192.168.1.1/24 O w [+ 2
= outside 209.165. 200, 226/29 u u o
jptine: 0d 1h 7= 30s & k 0w 0w
ASAy
51
v 2048 WB
Select en interfacs to vier input and output Khps
VRN S Failover 5
TPssc: 0 Clientless SSLVEN: 0  AasConnect Client: 0 Jetails Failover not configuwed. Click the Link to configurs it Tl
System Resources Status Traffic Stat
Total Memory Usage Totsl CPU Usags Cors Ussgs Detsil: Comnsctions Per Second I
=
Menexy Usage (45) o |
0g:34 0535 oz:30 az7 o538
Woue: o WP 0 FTetal: 0
1500
EEEEEEEEEEEE RN
1000 side’ Interface Traffic Usage (Kbps)
et ] |
s00 o
0834 [He [ 08537 [
o W Input Khps: 0 B output Kbps: 0 ‘ v
Latest ASI Syslog Nessages oa & x

8-9 ASDM F FATH

FE: R ET “Cisco Smart Call Home” ( %4} Smart Call Home ) & 2, £ Do not
enable Smart Call Home (5% /& /] Smart Call Home ), A/E%+ OK (#E).

j. i Configuration (BCE) F1 Monitoring (451%), DLAEHARRIFEE v HIED,

155 2: M ASDM MHENEZIREHTEMAVE S

1. E%EW

WIS AAES, E P ER:

JilA “Configuration” (FCE) SEHFF A5 “Startup Wizard” (JF3)HS);
n POE N A

m O E N SR

= il E DHCP. Hhhk#E 4 faE # 5 il

n EEREIK G LY ASA;

m N PC-B IR A A sl B 7 1] 5

m  {§i F§ ASDM Packet Tracer i FFE IS # M5B KA sl (105 1)
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2. %

AAES PR A 7-1 s .

AAES5 1 1P bk i L3 7-1.

3. EZHE

% 1 ;i) “Configuration” (FLE ) SZ I JH 5)) “ Startup Wizard”
(Jazhm S,

a. LA F T Configuration (FCE). FHHTH 5 N FEARE
X35

®  Device Setup (& &I HE);

® Firewall ([ k35,

Fle View Tools Wizards Windo

®  Remote Access VPN CGZEFE; ] VPND; %Zﬂl B
®  Site-to-Site VPN (3} £ili1] VPN); =
®  Device Management (& &), [ pmice gt
B & 32 an i 8-10 flrm. K810 MBIy

b. “Device Setup” (B&WHE) JHENRE M HIED, BOIMEH T REUK iz
o A A I ERGR S B R S SCA, SR)5 Hiidi Launch Startup Wizard O
FNEBNAE), Wk 8-11 fis.

% Firevsll
g:'gxm Aceass VB

£ SitetoSite VR

A

Bl |20-3-3 8:49:45 me]

24 WMEFENAL. BAMEHEWD.

a. f£ “Startup Wizard Stepl” (JE3)[FFAH 1) Fi— “Starting Point” FAECED
F, BEAIE, 50K ASA HENH) BOAKE. #ifkikd Modify existing
configuration (fEZERBECE) £, AAJ5HdF Next CF—) 4k%:, Wil 8-12
HR
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@ Cisco ASDM 7.5(2) for ASA - 192.168.1.1 - Startup Wizard X

Starlllp_{ﬂizard Starting Point (Step 1 of 11)

Cheose 2 starting peint for the wizard

@ Modify szizting configuration

(D) Reset configuration to factory defaults
Configure the IF address of the m..
IF Address 192.168.1.1

Subnet Mask: |255.255.255.0

8-12 JFiAME

b. fEH:A “Startup Wizard Step 2”7 (A 3R S8R 2) Ftiii— “Basic Configuration” (J&
MECED) b, BiE ASA FHL4 CCNAS-ASA Fli54 cenasecurity.com. i = IEAE
PASE SR B Y, 3\ E (BB YD B 0N ciscol2345, FifA—k LA
BTN, ek, i Next CF—2) 4k, Wi 8-13 fR.

3 -
S(annp_fﬂlzard Basic Configuration (Step 2 of 11) |

| B i Yo e ol i et e e L T e T
i 1ISP) requires that your host uses DHCP, you may need to
ice name supplied by the ISP as the host name of the ASA

ASA Host Neme. CCNAS-ASA

Privileged Mode (Ensble) Password

The privileged mode (ensble) password is required to administer the ASA
using ASIM or the Command Line Interface (CLI).

[/ Change privileged mode (enable) password

8-13 FHmbAcE

834 BB AR
a. fE “Startup Wizard Step 3” ()3 Zlj[7] F: 2P 5% 3) F 1 — “ Outside Interface Configuration”

110 -
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OMFEORCE) b, EZEECYRTEE, FOVIXSEHEGE R CLI 2 X1
WHE, WHE 8-14 frn, i Next (N —21) 4k4k,

" Startup Wizard

Outside Interface Configuration (Step 3 of 11)
| IPv6 Interface Settings
Configure the outside interface of the ASA. Check with your ISP to
determine shich option te uss.

Interface Properties

Interface Gigabi tEthernet0/0 [l Enable interface
Interface Neme: |outside Security Level: |0
IP Address

(® Use the following IP address
TP Address: 209.165.200.226| Subnet Mask: |255.255.255.248
() Use THCP

The ASA #ill obtain sn IP address from a DHCP server. Enswre that =
DHCP server is configured on your corperate network or by vour ISP

Obtain default route using DHCP
(O Use PPPoE
The 4SA will obtain its IP address from a PPPoE server if you do mot

specify an IP addvess in next step. Ensure that = PPPoE server is
configured by your ISP

¢ Back | Next > | Finish Cancel Help

K 8-14 AhEBEEORLE

b. 7E “Startup Wizard Step 4” (A2 55 4) FLiH— “Other Interface Configuration”
CHAbd OECED b, BRAUE N RE T GO/1 FIAMNEEE B GO/0 2 1 W B IE A, fl&] 8-15
Fras. B Next (F—25) 4k4k,

" Startup Wizard Other Interface Configuration  (Step 4 of 11)
Configurs the rensining intsrfacss of the ASA To configws an intsrface, selsct it in
the List belor and click Edit
Eabled  SSEIY Ip g Subnet Mask/
Level Prefix Length
Tes 0209. 165. 200. 226
Tes 100192.168.1.1
Yes 192.168.2.1
To
To
Yo
1 gal To
Management0/0 No
Edit
[JEnsble traffic betreen tro or mors interfacss vith the same ssewrity levels
[ Bnable traffic between tvo ar more hosts comnected to the same interface
< Back Hext > Finish Cancel Help

K 8-15 HAhdzOmE

Bad MEHSKE.

7£ “Startup Wizard Step 5” (B33P 5) F1H— “Static Routes” (F&EH) L,
TRIFBRABCE (Filter:Both) A%, Hidh Next (R—) 4k%:, Hil&] 8-16 .
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" Startup Wizard Static Routes (Step 5 of 11)

. | Swecify static routes

Filter: @ Bath O IPv4 only (O IPv6 caly

: Add
Interface  IP Address Tetmask/ g oar P Metrie/  go4iong
Prefix Length st -
Edit
Delete

< Back | Next > | Fimish | Cancel | | Help

8-16 HEEASEEH

%5545 BE DHCP. Hihb#E SR BT .

a. f£ “Startup Wizard Step 6” (JE 535K 6) F1fi— “DHCP Server” (DHCP /IR %%
#8) I, %7 Enable DHCP server on the inside interface (£ PN #5410 5 ] DHCP
ARS58%) HIkHE. NI 1P Hulik 192.168.1.31 FI4E 5 1P Hudik 192.168.1.39. #i A\
DNS k45 %% 1 Hiht 10.20.30.40 F118 4 ccnasecurity.com. i%Z)i% "+ Enable

auto-configuration from interface (J3 ¥ HINMLE) HEME. Fdi Next CF—3)
arez, W 8-17 P

" Startup Wizard DHCE Server (Step 6 of 11)

The ASh cen act as a DHCP server and provide IP sddvesses to the hosts on your Inside
network., To configure a DHCP server om en interface other than the inside interface, go
to Configuration > Device Management > DHCP O DHCP Server in the main ASIM window.

[ Enable IHCP server o the inside interface

THCP Address Pool
Starting IP Address: |192.168.1.31 Ending TP Address: [192.168.1.39
THCF Parsmeter
DIS Server 1 10.20.30.40 IS Server BE
FIIS S i INS Server 2
Lease Length Ping Timeout m

Ensbling auto—configuration causes the DHCP server to sutomatically configure DS, WINS
and demain nams. The values in ths fields sbovs taks precedsmcs over the auto—configured
values.

[JEnsble suto-confizurstion from interface

outside

< Back | Next > | Finish | | Cancel || Help

[ 8-17 DHCP R%%:

b. £ “Startup Wizard Step 7” (3 3 [a] T8 7) Ftiil— “ Address Translation (NAT/PAT)”

112
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[HihEFE4e (NAT/PAT) 1L, Hiii Use Port Address Translation (PAT) [fif F i I Hhy
hEFe (PAT) 1, fil 8-18 Prom. BRIAVE AL AMBIE D 1P Huhik . H13d7 Next
CR—0) 4kak,

Address Translation (NAT/PAT) (Step 7 of 11) 1

Startup Wizard

Select Port Address Tranclation (PAT) to chare a sinmgle external IP address for devices
on the inside interfs Select Netvork Address Translation (WAT) to shere several

xt ex n th nterf; Select the first option if no
de interfaces.

| Thic AT confi
to the outsids

ation applies to all the traffic from the imside imterface
terface.
Olo Address Translation
® ifze Hort Addrese Tremsiation (BAT)

@) Use the IP address on the outside interface

(O Specify an IP address

IF Address

(O Use Wetwerk Address Tranmslation (NAT)

TP Address Range:

< Back | Next > | Finish | Cencel | Help

& 8-18 Huhi-#4ik

TR AT VA 4 PAT #8245 2 1P Hotk K42 F NAT 452 — % 7| Mok,

AR
c. fE “Startup Wizard Step 8” (JAz)[ 59K 8) Ftifi— “Administrative Access” (5
By b, nTLAEFPYETAN S — A AL R FEHUECE T HTTPS/ASDM 1 ) .
NEE A NI ERENLRIN T X ASA B SSH Uilal. MAMERI 4 E i E AL
172.16.3.3 7 7 X% ASA ) SSH 1jiH] . #fiffit "+ Enable HTTP server for
HTTPS/ASDM access (JiF HTTP k45 #3¥) HTTPS/ASDM vjir]) Si%HE, wnfE
8-19 ik, Hiili Next (F—25) 4k4E.

Startup Wizard

Administrative Access  (Step B of 11)

Specify the addresses of all hosts or
HTTPS/ASIM, SSH or Telnmet.

networks, which are allowed to access the AS using

sSH outside 172.16.3.3

Add
Type Interface I Address
= Edit
MITPS/ASTM  inside 192.165.1.0
192 163 1 0 Delste

[l Enable HTTP server for HITPS/ASIM access

Disshling HITP server will prevent HITPS/ASIM access

[JEnable ASIM history metrics

to this ASA.

K 8-19 & FEYTiH

1
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d. f£ “Startup Wizard Step 9” (JAzhmFPH 9) Fiii— “Auto Update Server” ([H 3
FHTARSS ), “Startup Wizard Step 107 (JE 3R 5258 10) #ii— “Cisco Smart Call

Home Enrollment” (&%} Smart Call Home 7#/t) b, {RFEGAGLE, 85 Next (
—35) 48, Ayl 8-20 F1KE 8-21 Fiw.

" Startup Wizard

Auto Update Server (Step 9 of 11)

| The ASA con be remotely menaged from an Auto Update Server. This imcludes automatically
| updsting the ASA configuration ASA image, and ASDN image as needed.

< Back || Hemt > || Fimish | | Camcel | | Help

K 8-20 HEINEHMRS

Startup Wizard ci art Call Home Enrollment (Step 10 of 11)

| O bnonmoud
Help to improve the ASA plat:

zeporting, which allows Cisco
and health infornation from the

(O Registered

Registering this ASA with Smart Call Home (SCH)
suppert 1

ng
ESIRT advisory.
Additionally, registering alloss one to receive resl—time
notificstions on problems rith the device, ss well s the

E

cess, please sater your smsil sddvess belor.

Customize thiz feature

(® Do not enable Smart Call Home

(O Remind Me Later

¢ Back | Next > | Finish || Cancel | Help

8-21 BF} Swart Call Home 31}t

%60 AEMEIK A SLEBL ASA.
a. f& “Startup Wizard Step 11”7 (B3I FH 8 11) Fii— “Startup Wizard Summary”
Uazhm S %) |, &% Configuration Summary (it & fi§22), Jf#.; Finish (5¢

B, Wik 8-22 Frin. ASDM £ el %1825 ASA W, RJa B HMEIEN
Ja Il & .
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" Startup Wizard

Startup Tizard Summsry (Step 11 of 11)

~ | You have completed the Startup Fizerd To send your changas to the ASA . click Finish If
| vou mant to modify any of the data, click Back

Configuration Sumary:
Host Name: CCHNAS-ASA
Demain Name: cemasscurity. com

Outside interface

outside (GigabitEthernstd/0), 209.165.200.226
Other named interfaces

inside (GigabitEthernet0/1), 192.168.1.1

o static routss configured

DHCE Server is enabled on Inside interface. Poel : 192.168.1.31 — 192.168.1.39
FAT is configured on inside interface

Adninistrative sccess to the device:

HTTPS/ASTM sccess for 192 1681 0 through inside

SSH access for 192.168.1. 0 through inside

SSH sceess for 172.16.3.3 through eutside

| |Diseble Smart Call Home

< Back | Bext > | Fimish Cancel Help

8-22 Mt EIHE

AR ok GUI M #EAE# B LR Pk 2, HHAFE XA, & ASDM, A
& EH BHR YA ASDM. TR A AR THEERAE| NG, F=E Yes (R). BpiL
ASDM PAFEA EHmBEE, otEi% 4. ASDM 4o R AL %4 ARiE 2 45i%, 4%
18 Fo (R 09 A7) R A K G AT R
b. HHE3I ASDM FFEERMLEA A 4 BIHT S H %R ciscol2345. LIE] “Device
Dashboard” (& &3 6| HMR ), SRJEIEH “Interface Status” (EZITIRES) & &2

AN o O ZN

B B A AR RN L CORES, PR TP AR SRS W%H%DFELE&%%’I\

kbit/s. “Traffic Status” (JREIRZS) & A RESH ASDM Vi [A] 27~ A TCP it s =,
WK 8-23 Fros.

78 Gisco ASDM 7.5(2) for ASA - 192.168.1.1 - o X
File | View Tools Wizards Window Help Rl &
= — — = o = L) L] )
(43 tioms | 6% Configuraion [5) Monitoring | [ Save @ hefresh | Q) mack (D rorvmrd P may cisco
.. | Hame o
G| E&Device Dashbosrd [ B Fizenall Dashbosrd |
| Device Information Interface Status {a}
a z :
o Genersl Licemse Virtual Resourcss Interface 1P Address/Mazk Line Link Kips
= : insid 192.168.1.1/24 2
[ Host llms CCHAS-ASA. ccnasecurity. con e & w & w
== . . . outside 209.165.200.226/28 @ up O up 1]
154 Version:  9.5(3)9 Device Uptime:  0d 1h 57m 10s
ASIN Version' 7.5(2) Device Type ASAv
Firerall Mode: Routed Thmber of vCPUs: 1
Total Flash: 8192 MB Total Memory: 2048 MB
Select an interface to vies input and output Kbps
VEN Sessions Failover Status
TPsec: O Clientless SSL VEN: O AnyConnect Client: 0 Details Failover not configured. Click the link to configure it Config
Systen Resources Status Traffic Status
Total Memory Ussge Total CPU Usage Core Usage Detsils Connections Per Second Usege
Menory Usage (MB) N
0@:24 0@:25 0e:28 oe:z7 09:28
WU 0 WP 0 M Total: O
1500
I e n e e i e s “outside’ Interface Traffic Usage (Kbps)
1180E
500
0o:24 08:25 09:28 0e:27 0g8:28 v
< >

K 8-23 ASDM F A
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55755 I\ PC-B MR &M R 3 (1 U ]

a. f£ PC-B 4T TP % 8% 34\ R1 #2101 E0/0 9 IP ikt (209.165.200.225) DL %}
A0 35 PRI 1) o

b. FIRFA A T R1HTTP RS 55, R1 ) GUI %45 B g8 o i “ 75 B4R ot
TEHERIE R . A P 4 admin01 F1%7Y adminO1pass, 11 8-24 fizn. iBH
WSS, L1 “Home” () F “Device Dashboard” (244 HIH R B “ Traffic
Status” GGRLEDRA) & HHHE 2| TCP &3, Wik 8-25 Fis.

Cisco ASDM 7.5(2) X O EEsE. x4+ -
209.165.200.225 X || Q EE <Ctri+K> B ¥ &
B smsE ) e [ sEm B s

4 @ #TRRSEH
\’- 5 < % Firefox FiZEZI7E offlintab.firefoxchina.cn AUIRSE 88,

=S

@ /200165200225 IEEEBREH I EA0ZE, RIS : lovel 15 or view_sccess
AR [admin0l e ]
= ‘ ........... | ‘

=

K 8-24 %3t ASDM

Traffic Status

Connections Per Second Usage

0928 0920 09:30 08:31 0932
Wuor: 0 WTCP: O Tatal: 0

‘outside’ Interface Traffic Usage (Ebps)

o]

028 0@:20 08:30 09:31 09:32

K 8-25 NG

% 8 5. fiFH ASDM Packet Tracer S FH A2 MR X 47h 35 W 32 (1 07 1) o

a. ¥ Tools ( T.H) —Packet Tracer.

b. M “Interface” ($11) FHIFIFRHIEF inside (NE) #1T, SRJE1E “Packet Type”
(Packet 287) 115 b ity TCP. M “Source” (JE) T4l ik £ IP Address (IP
Hihb), SR JEH AL 192.168.1.3 (PC-B) Fli H 1500, M “Destination” ( H )
THIFIR P IER: IP Address (IP Hidik), A% 209.165.200.225 (R1 #2[1 E0/0)
FTH B3 11 http. .5k Start (JF46) BREFEIEEL, 01K 8-26 Fvm. N VFEALHE
(ERGEUI

* 116 -
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[ Cisco ASDM Packet Tracer - 192.168.1.1 — B X
Select the packet tvpe and supply the packet pavameters. Click Start to trace the packet.
Interface: |imside Packet Type @ TcP QP (Oscre O 1ome O 1P
O 6T number (0-65533)
) Start
Source IP Address v (192.168.1.3 Destination! IP Address | |209.165.200.225
Source Port: 1500 +| Destination Port: |http ~ Hclear
L L2

Phase e
[ AT ¥ A
(¥ TP-OPTIONS '
Q08 (4
[# NAT "
[1qos ¥
() AT ¥
( TP-OPTIONS ¥
(¥ FLOR—CREATION 4
CIRESULT - The packet is allowed. v

Input Interf... inside Line @ Link @
Output Tnter . outside Line @ Link @

K 8-26 IREFEIEG

c. ¥ Clear (35F%) VNEEZH. Z=il5n —MRES, M “Interface” (32H) T4
RHEF outside (KM I TCP REE AR LA, M “Source” (JF) K4
Tk TP Address (IP Huhib), ZRJS%iIN 209.165.200.225 (R1 £ 1 E0/0) Al -
1500. M “Destination” (H) Fhid|RKF &S IP Address (IP Hihilb), SRJEHIAN
Hihk 209.165.200.226 (ASA #hiBEEI1) FIH i telnet. i Start (JF4H) IR
EREE AL, WK 8-27 Fin. MEFMEHEE, Hd Close (L) kSR,

Cisco ASDM Packet Tracer - 192.168.1.1 — [m] X

Select the packet tvwe end supply the packet waramsters. Click Start to trace the macket.

Interface: outside Packet Type @ TCP (O UDP (O)scTe (O Icwe () IP

] S6T number (0-65535)
Sowrce IP Address v | [209.165.200.205 Destinstion: | |209.165. 200. 226 Siee
Source Part: 1500 - B Clewr

oy
=
i

w

e
) ACCESS-LIST v
¥ ROUTE-LOOKITP v
[ HAT v
] ACCESS-LIST [}
[EIRESULT — The packet iz dropped. [ ]

Input Interf. .. outside Line @ Link @

Qutput Inter... NP Identity Ifec Line @ Link @

Infa (acl-drop) Flow is denied by configured rule

K 8-27 MIE (209.165.200.225) FHKI (209.165.200.226) I M ER EE
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{£55 3: {£A ASDM WHENZEI&FHITEBENEE

1. E%EW

L AAES, A LA

= BE ASA B H AR E

= LE ASA HIEASEIARH;

w A ASA BdlEEEC E AAA F 7 INGE;

= Ui ASA ) SSH Vi ] ;

= f§i] ASDM ping 1 Traceroute 1% Hz;

= (BT MPF ]IS 75 5

2. {E%#I

AATSS B BRI 7-1 s

AATS5 1) TP Hudik 23 Bie W3 7-1.

3. TR

%1 WE ASA HIIAIE A,

a. £ Configuration (it &) 7L/ —Device Setup (¥ #i%E) 3H F, Hiid; System Time
(RGiHtE]) —Clock CHFEH).,

b. M Clock (HF#h) FHi%|FR k£ Time Zone (HF[X) FEEATHALI 7B A\ 24
B E SRR [A] CIf b oy 24 /NiFID . Bl Apply (N HDD, K4 KIE 2 ASA.

2 ME ASA FSBRIAKH .

a. f£ ASDM Tools (ASDM T.H)
W, % Ping. 7E “Ping” XISHHEH
HyBE AR R1 %10 S1/0 1) 1P Mkt
(10.1.1.1). ASA AT EAERFINE
WA 25 (R ERIN B HH, [RIUHG ping #4 1%
2RI, Hii Close (JCH) 4k 44
1, ikl 8-28 AR

b. 7£ Configuration (fit. &) 7 [l —Device
Setup (K& WE) Kwh, B
Routing (% H ) —Static Routes (#
A HD. i IPvd4 only (fY IPv4),
ARG Add GARID LAES DT i
A, Nl 8-29 .

* 118 «

Ping

Destination

Packet Type:

@ IcMP

TP Address or Hostname: |10.1.1.1

Interface {optional): | —None —
IP Address (optional):
Part: @ Random port

Repeat{optional):
Ping Qutput:

I

@ TP

Port:

Starting port:

Timeou t(optional):

No route to host 10.1.1.1

Success rate is 0 percent (0/1)

[Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10,1, 1.1, timeout is 2 seconds:

o

Close

J[ _hee ]

Clear Output

8-28 ping 10.1.1.1 #ERIK
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f;:?—'::"":"_ for ASA - 192.168 S [m]
File View Tools Wizards Window Help Type topic to search| Go
Hmm
cisco

HMEMQun.t e IBS Q retrech OB ok () Forrard @Hlp
By i Mo =

ce Setup > Routing > Static Reute

. | Device Setup (=L
3 s Fizard
= R Specify statiqutes.
g Filter: (OBoth @ IPv4 only (O1IPv6 only
g (5]
: Add
5 h Route Heps Interface TP Address  Nemask/ oo oopp Metrled oo
[H IPV4 Prafix Rules Frefix Length Distance =
IPv6 Prefix Rules L
0SPF
el [E Add Static Route X Delete
o S A I s — b
EIGRP Interface! |inside o
BGP
Maltic Tetwork:
%P r oy m/u ighbor Dis Gateray IP: Metric: |1
GOD ord
© 5= ;
Optiens
(@) Wone
() Tunneled (Defanlt tunnel gatesay for VEN traffic)
(O Tracked
Track 1D Track IP Address
< >
SLA ID: Target Interface: |inside
s§> L S Moni toring Options

%ﬁxmﬂl

ggﬂmote Access VN
Gl sicetosice ven Cancel telp

ice Management

.

Kl 8-29 EHASEEHIE I

c. 1E “Add Static Route” CGRINEEASKH) FiGHEH, M Interface () THiF|FE
&£ outside (HMEE). Hth Network (N4%) A4 WSS 450, MIRLE I R A%
£ ¥, REHE OK (HiE). X T Gateway IP (¥

HHEFE anyd, KER N «
&l 8-30 fhas.

X IP), IHHIA 209.165.200.225 (R1 # E0/0),

[E) Add Static Route X
Interface: | outside w
Network: anyd
Gateway IP: |208.165. 200, 225 «| Metrie: |1
Options -

@ Hone

(O Tunmeled (Default tunnel gatewsy for VEN traffic)

OTracked
Track ID: Track IF Address:
SL& ID: Target Interface: [inside

Monitoring Optiens

Cancel Help
Kl 8-30  INNERAS % H

d. #ii OK (#i52) —Apply (NMHD, FadKiESE ASA, Wk 8-31 .

* 119«

) 1 i




Il "EEEN — (I T

P BRI ELETENLEE

Fle View Tools Wizards Window Help

-~

Type topic to search| Go
. bl
E] Momi voring | [ Save Q¥ Refresh o Back () Forsard ‘?‘ Kelp ci1sco

Device Sstu G % | Configurstiom  Device Se Routing » Static Routes O
Startup Wizard
B3 Interface Settings
42* Routing Filter: ()

(2 . .
3 Configuration

Specify stati

routes.

i @ IPvd only (O IPvE only

: add

Route Maps Interface IP Address Bemesk/  goier 1F ~t Memie/ g

IFV4 Prefix Rules Prefix Length Distance

B3 IPv6 Prefix Rules
0sEF

0SPFe3 Delete

[ [0 pevice List

Edit
outside  0.0.0.0 0.0.0.0 209. 165. 200. 225 1 None <

Multicast
*- [ Proxy APP/Neighbor Dise
o Device Yame/Password
D System Time

<

gﬂ Firewall

Bmm Access VPN
T

Apply Reset

8-31 MH®E

e. TE ASDM Tools (ASDM T.H) ZZHr, %4 Ping. 7F “Ping” XFUFHE-FH NI H2% R1

0 S1/0 1 1P Huhk (10.1.1.1), Wil 8-32 . BEIX ping #/EN %2 1Y), Hidi Close
R ks34,

Ping

Packet Type: (®) ICHP CiTee
Testination

IF Address or Hostname: [10.1.1.1 Port:
Source

Interface (optiomal): — Honp:—"

IP Address (opticmal):
Port: Randem port Starting port:

Repeat (optional): Timeout (optional):

Ping Output:

Type escape sequence to short.
Sending 5, 100-hyte ICMP Echos to 10.1.1.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms

Clear Output

Close Help

& 8-32 ping 10.1.1.1 ##AERTH
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f. 7£ ASDM Tools (T.H) 31, &+ Traceroute. 7£ “Traceroute” XTHHEH i A4k
HFEHL PC-C ) 1P Mtk (172.16.3.3), i Trace Route (EREZM&HI). Traceroute M
Za IR ASA GERE RI. R2 fIR3) FFHL PC-C (IBEEL. it Close (5%
D RS E .

5930 A HEEE ERCE AAA HIJAGE.

JE F AAA FH P GIE LA SSH 1711 ASA. 1247 Startup Wizard (BEiES) K, &
L2 Fu i P SRS A AL PC-C X ASA HEAT SSH Vil EEAVFEH G HA N ASA
SSH Vi M AL PR , 75 BEAE A HO AR P A G P -

a. {E Configuration (it &) F[fl—Device Management (& & H) Xk, i Users/
AAA (FHF/AAA). H.id; User Accounts (K ) —Add G, B@—14
5y admin01 fE 77, %654 admin01pass, NS S3E4T 0N . FRYEILH
¢4Vl (ASDM. SSH. Telnet F{Z I &) FHA BRI E v 15, ik 8-33 fir
e Hali OK () WM, AR5 il Apply (RFHD, UK & A8 2 ASA.

“Public Key Authentica

: : ; Usernam adnindl

Public Key Using PKF

VRN Foliey S PR s
Confirn P 4 bk
[Juser anthe ted using MSCHAP
Aeeess Restriction

Select ons of the options below to restrict ASIM, SSK Telnst and Conzole access
Fote: All users have network access, regardless of these settings

@ Full access (ASDM, SSH, Telnet and Console)
Privilege level iz used with conmand suthorization,
Privilege Level v
(D CLT login prompt for 38H, Telnet and console (no ASIM access 0l
This setting is effective only if th tion htt le LOCAL" command figured
(O Wo ASIM, SSH Telnet or Consale
This setting is effective only if "sss suthentication http console LOCAL” and "ssa suthorization exec” commands are confimres

Find @t @rrevious

0K Cancel Help
8-33 NI

b. 7& Configuration (it &) 5[l —Device Management (1% & & H) Xigd,
Users/AAA (FF/AAA), FEH.d7 AAA Access (AAA V517D, {E Authentication (A
UE) IR, Mk HTTP/ASDM F1 SSH & EAE L ZE SR X S8 3047 AE, JF
FEFERE TR € LOCAL IR55454H, Wi 8-34 Frn. B Apply (M), BL
Kt & KILZE ASA.
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=] Ciq:? ASDM 7.5(2) for ASA - 192.168.1.1
File View Tools Wizards Window Help Type t

@ Homn @ Honitaring | ) Seve (@ Refrach 0 Back () Farvaxd ? Help

Device Management o ? Configuration » Device Maonagement > Users/Ahh > AML Access > Authentication

B’ Management Aecess

e
m
=
] Licensing huthentication Authorization Accounting
E g System Image/Configuration
= High Availability and Sesl Enable suthentication for administrator access to the ASA.
& Logging
@ Smart Call-Heme
= &8 Cloud Web Security Require authentication to allow use of privileged mode commands
B sers/ana [JEnsble  Server Group: |LOCAL T TG, S e e e

8 ass Server Groups
58 LIAP Attribute Map
838 duthentication Prompt

CN AL Acc
-l Dymamic Access Policies
~EBl User hccounts

Require authentication for the following types of comnections

[ HITP/ASIM Server Group: |LOCAL ~ Use LOCAL when server group fails

[]Serial Server Group: |LOCAL Use LOCAL when server group fails

< f Pazzrord Poliey -
= Server Group: |LOCAL v | | |Use LOCAL when server group fails
") Change My Password
[#-E3 Certificats Management [(Telnet  Server Group: |LOCAL Use LOCAL when server group fails
E-{i§ THCE
(e DS

B BEST APT heent
- Advanced

< >

3_ Devi tup

K 8-34 NIEERIEE LOCAL k45 a3 4

FE: £ ASDM ¥ ZiXeg T —RBEHE KB admin01 A P %, 128 adminOlpass
HHEE,
%5445 IR ASA (1) SSH Vi il .
a. f£ PC-B 4TI SSH %& /i (41 PuTTY), HiE£3 IP Hihik Ay 192.168.1.1 ] ASA
WHEE T, Wil 8-35 Fian. RGIR/RERE, WEHAM /4% admin01 F1% 65
adminOlpass, 1 8-36 s

& putTy &nﬁguration x
Category:
- S_essiun Basic options for your PuTTY session
H TE"" chlging Specify the destination you wart to connect to
B ?imKI::board Host Name (or IP address) Port
Bl [192168.1.1] |[22 |
. Features Connection type:
[ Window (O Raw (O Telnet C)Rlogin @ S5H (O Serial
| ulfeecaency Load, save or delete a stored session
- Behaviour
... Tranelation Saved Sessions
- Selection | |
i = Colours -
Default Settings
=~ Connection L1
.. Data FEm
- Prasy
- Telnet Delete
Rlogin
- S5H
Serial

Close window on exit:

O Aways ()Never (8 Onlyon clean exit

K 8-35 %3 PuTTY
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2 192,168,1.1 - PuTTY

commands .

K 8-36  H A ;4 s pL

b. M PC-C #TJF SSH % i (it PuTTY), FF2R V5 67T 209.165.200.226 [ ASA
HhEREE . RGIRRE RN, HRAH 4 admin01 A% 1% admin01pass.

c. M SSH %% ASA J&5, Hi\ enable fiv 2 FEHR %Y cisco12345. Kt show run i
A VLB RIEfE ] ASDM G Y ATRCE, & 8-37 Fiuw.

| 2 W$2.168.1.1 - PuTTY

8-37 A Hi show run 4

JEE: TS0 SSH 9 2 M AZRT . 7T A% A CLI logging synchronous 44~3%.4% £ Device
Management ( %X &8 3 ) —-Management Access ( & #2377 ) -ASDM/HTTP/Telnet/SSH
kB BOLLE,
555 1B MPF BLFHAG £ 5ems o
a. XN Rk & HAl = gk, wIE ASA _EAEFHERE MPF.
BRI S 2 S AR 2 ICMP . S48 A AR 2% _E 1) T AL BE 8 X A ER EHLHRAT ping 452
EFERUR I, LS & ICMP Jii & . 7E Configuration (ALE) FLii—Firewall ([ k%)
X, Hifi Service Policy Rules (JI555u& AL, 40l 8-38 Fiow.
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File View Tools Wizhs Window Help tyne Jhepic b s ch i ||| |||
L] L] L]

) Home 6 Confi guration @ Mons toring | [ Save QU Ratrash | Q) Back () Ferverd | D satp cIsco
.. | Firewall & %  Configuration > Firevall > Servica Policy Rules O |  Mdresses | Services | Time Ranges |
ea =1l =
= % Add - [ Bdit [ Delete| 4 & | ¥ By @ -|Q Find B3 Disgram U [ e eases 2
8 4 add + B Bdit [ Delete| @ Fhere Used @ Mot Used
£ Traffic Classification
= Filter Filter|Clear|
&l Tame % Ensbled Match  Source Sre Seeur
ey | Al
|| s 5 Glebal; Policy: glebal policy e
| & RL Filtering Servers [ inspection F3 Watch |® any E-Hetwork Objects

@) Threat Detection - @

4 . any

~@* Identity Options e

58 Tdentity by TrustSec [ Y

-5 Botnet Traffic Filter @ anyd

Objects o} insidemetrark/24
03 Unified Communications - @ outsidemetwork/20
A sdvanced - B 192.168.2 0/24

K 8-38  JIR4% SR

b. %E#¥ inspection_default 505, S48 )5 H.fr Edit (e’ VBRI AR . 75 “Bdit
Service Policy Rule” (4% k45 SRS HND % M+, Hidi Rule Actions CEEIU:AF)
WIARIFIE S ICMP ZIEHE, &l 8-39 Pur. B2V O E R HAMERA L. #
7 OK (i) —Apply (RHD, D& K045 ASA. RGNS, 15LL admin01
B3 12500 admin01pass & 5%, 011K 8-40 flfw.

Eé Edit Service Policy Rule
Traffic Classification Default Inspections Rule Actions
Protocel Inspection Connection Settings @oS NetFlow User Statistics Cluster
[JSelect all inspection rules
[ cT10EE A
[Jcloud Web Seeurity Configuwre. ..
[] ncErpC Configure. ..
bt Configure. .. DUS Inspect Map: migrated_dns_map_1
ESMTP Configure. ..
FTP Configure. ..
H.323 H.225 Configure. ..
H.323 RAS Configure. ..
[ wrre Configure. ..
[] 10MP Error
s
Om Configure. ..
TP—0ptions Configure. ..
[] 1PSec—Fass—Thru Configure. ..
[ 1pve Configure. ..
[ 11se Configure. ..
v
I OF I Cancel Helo

K 8-39 “4)i%k ICMP HikHE
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file View Tools Wizards Window Help Type topic to search| Go
. Hmm
I Hone |6 Configuration [ Honitoring | (i) Sove Q@ Refach | ) Back ) Farvsrd | P nels cisco
.. | Firewall o' ?  Configuration > Firewsll > Service Policy Rules o Addresses Services | Time Renges
e : 5o
E Es;:i?;slﬁ“l“ Bondd - B raie [ pelers |+ 4+ | |Q Find B Biagran & Addzcaces) oL
|= L. Ty \ b Add - @ mait ] Delete| ® Shere Used Q Not Used
f i Traffic Clessification
2 Filter Filter|Clear|
|| -2 pilter Rules Wane #  Enbled Match  Sowrce Src Seewr
2| G public Savers Clabal. Palies) dlabalipaling Fame =
B URL Filtering Servers T S hn
55 Threat Detection = L@ ey
o Identity Optiens il
G anyd

5§ Tdentity by TrustSec
&0 Botnet Traffic Filter

B @ any6

(5 Authenticate X 5B} insidenetwork/24
& outsidemetwork/29
Please enter your username and password. i) 192, 168. 2.0/24

@ Username: |adnin01

Pussrord: SSSSSSSSS8S|

Login Cancel

b, Leviee Setup
) rirerall
(47 Bemote Access VRN

Qgiue—to-’si(e VEN

< 2i|
4 Device Management

o Apolv Beset

K 8-40 N ;4 RS R

c. M PC-B % R1 MUAM#EE1T S1/0 (10.1.1.1) 4T ping #1E, 4Nl 8-41 Ffin. Ping
ERAE R BE ) o

Kl 8-41 M PC-B ping R1

{155 4: 5 ASDM Ec& DMZ k5588, 5% NAT #1 ACL

1. E%BH

WIS AATS, T LR

= [iiE ASADMZ #H G0/2;

[l E DMZ RS 48 FIERAS NAT;

= #FE ASDM AR DMZ i Al B s
AL DMZ AR 55 28 U 10033847 IR
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2. £

AAESS PRI SH AN 7-1 s

AAES5 1 1P bk i L3 7-1.

3. EZHE

%125 B ASADMZ #:11 G0/2.

a. fF Configuration (fit'®) 7l —Device Setup (&% &) ¥ F, Hidi Interfaces
(D BUAMEHL TR /R Interface (F211) GEITR, I51H 257 & SCHI AR
Bl (GO/D FIAMBHEEE (GO/0). i Add GRID, LAEIERHN . fEHENER
S, R GO/2, ARG i edit (4%E) - 7E General CiEID HE T 1] Interface Name
FEHAFO o, FiEEHwm4N dmz, AHDE 2250 70, JEH{RILS Enable
Interface (JiFHHE) SEHE, Wikl 8-42 i,

b. BRAEER DA D Ah, RIS 2 BN dmz (FHE I, W0 8-43 Fr.
1% Enable traffic between two or more interfaces which are configured with the
same security levels (= F 87 FHAH 5] %2 4= 2] e B 1Y 1> B 22 422 1 R R )
FIEHE. B Apply (BZADD, LUKsr 4 Ki% % ASA.

Edit Interface

General Advanced IPvH

Hardware Port: GigabitEthernet0/2 Configure Hardrare Properties. ..

Interface Name: |dmz

Zone: — None — Manage ... ) Threat Detection is enabled.

Route Map: — Heong - — ~ Manage ...

[Security Level: [0 |

[IDedicate this interface to management only

I:‘\'TEP source interface

Enable Interface

IP Address
@Use Static IP Oﬂhtain Address via DHCP OUse PFFoE

IP Address: |192.168.2.1

Subnet Mask: |255.255.255.0 ~

Kl 8-42 ¥ DMZ £:1
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[ Cisco ASDM%.S(Z] for ASA - 192,168.1.1 = O =
File View Tools Wizards Window Help .T:-'D‘-‘ topic to search| Go I|I|I|I|l
@ HmeM [ tomivoring | [ save @Refresh Q) reck Q) Fervarz @ Helz cisco
[:| Device Setup 9 " Configuration > Device Setup > Interface Settings > Interfuees =

Startup Tizard

£ ..;[“‘55 Interface Dame  Zome Route Map Bnabled  SEED 17 adires hdd ¥
£ @ Traffic Tones i gabitEthernet/0 outside Yes 0209, 163. 200. 226
£ - i VHLAN i gabi tEtherneti/1 inside 100 192.168.1.1 e
G| © g Rouine Gi gebitthernet2 ——— =
i Device Name/Passward .
e pE A G? gab?:Etherne:D,"S
GigabitEthernetl/4 o
G1gabitEthernst0/5 Ho
G1gabitEthernet0/6 Ho
Mansgement0/0 Na

[ 3. Devic tun

8-43 NHWE

: L& DMZ IR 4 FIFH S NAT.

a. 75: Firewall ([J5:k3%) SEHd, Hitd; Public Servers (A LIRS 58 kIR, AR5 &
Add GRID, LUE X DMZ k%5 23 ML %5 . 7£ “ Add Public Server” (i
AR SEHES, KL AR EN dmz, HALE4EE N outside (F-
BB, FEAIL TP HubkFE E N 209.165.200.227, 411 8-44 Fiw.

[} Add Public Server (==

Use this panel to define the server that you wish to expose to a public interface. You will need to
specify the private interface and address of the server and the service to be exposed, and then the
public interface, address and service that the server will be seen at.

Private Interface: :dmz
Private IP Address:

Private Service:

&) &) [ |

Public Interface: :outside

G|

Public IP Address: | 209.165.200.227

Options
[ specify Public Service if different from Private Service. This will enable the static PAT,

Public Service - || (TCP or UDP service only) @

[ oK ][ Cancel ][ Help ]

K 8-44  ININASLRRSS

b. ¥.d7 Private IP Address (51 IP Huhit) AR &E NSS40 . £ “Browse Private IP
Address” (MWL H IP b)) @O, HBd Add GBI PUEZAR 5548 72 U
W2 Xt % . fE “Add Network Object” CIRIIPIZE T R WHGHEH, fi N 4 FK
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DMZ-Server, M Type () T hy = B i £ Host (FHL), A IP Hitik 192.168.2.3
PLA PC-A BT, 4Nl 8-45 Fis.

() Add Network Object ()
Name: DMZ-Server
Type: ‘Host -
IP Address: 192.168.2.3
Description: PC-A
NAT ¥
oK [ cancel |[ Heb

K 8-45  ARINMLERT 5

c. fE “Browse Private IP Address” (I #$%H IP Huht) & 09, I6{F DMZ-Server
R HBE “Selected Private IP Address” &€ 15 A IP Mk FE&h, JR)5Hd
OK (HiE), Wil 8-46 Fizn. fEKIRFIF] “ Add Public Server” (AINA LR35

XFTEAE o
Browse Private IP Address
4 Add [ Edit [ Delete | Q Where Used Q NotUsed
Filter: Filter |Clear
T
Name IP Address Netmask Description Object NAT Ad...

[=l-Network Objects

sasas oA

Selected Private IP Address

Private IP Address -> | DMZ-Server|

G

K 8-46  IelE+ H 1P st

d. £ “Add Public Server” (AINASLNRS4E) AMGHEF, 7 Private Service (%
M55 HMAIEEE S 1%4]. /£ “Browse Private Service” (J% & MRS & HH,
X ihi LA $E tep/ftp. tep/http. icmp/echo F1 icmp/echo-reply ([7] FRZ W &H A
k55> k5. i OK (i) 4k%:JFiR[A1F] “ Add Public Server” (FRINAILIRSS
) RHEHE

AR RN EBRSESAARSRE, MT AT E LR s T~ RS
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e. HEIf “Add Public Server” GRIIAILHRSSHR) XITKETHIAMEE, WHK 8-47
. B OK (iE), Wiz, £ “Public Servers” (AF:RS A7) FL
H, s Apply (MAD PLE 4 KIEZ ASA.

[ Add Public Server ==

Use this panel to define the sarver that you wish to expose to a public interface. You wil nead to
spedfy the private interface and address of the server and the service to be exposed, and then the
pubdic interface, address and service that the server will be s=en at.

Private Interface: | dmz -

Private IP Address: DMZ-Server (=

Private Service: [ _]

Public Interface: outsde =

Public IP Address: | 209, 165.200.227 (<)
Options

[] Specify Public Service if different from Private Service. This will enable the static PAT.

Public Service [TCP or UDP service only) @

[ ok ][ cancel |[ hebp

847 T “HMASIRE” RHFAE

34 BF ASDM ARk DMZ 1j i L .

a. G DMZ R4S 20t RAEFRIR S5 )5, ASDM 2> HEAE VT RN (ACL) LA iF
X SSFR G U5 1), FRREZIN R T N7 B AR .

b. A ASDM H & E I ACL, EIKIXH 7 Configuration (FCE) —Firewall (Bjki)
—Access Rules (U7 LD . B BIR A MEBAE NFU o 10T DLge 456 s 0 4 i 7K
PIREN KR A ArE, i 8-48 Fik.

[E Cisco ASDM 7.5(2) for ASA - 192.168.1.1 - O x
File View Tools Wizards Window Help Type topic to sesrch| Go ||| |||
L) Ll Ll
@ Home | &y Confi guration B] M g LB Save (U Refresh o Back () Forward ? Halp CISCO
o] | B 7 7 | e O | sddresses |Services | Time Ranges |
= sl =
[ ped[| @ reie W elece|+ & |2 B2 B <[ Q Find B Diogren [ | ROEEESSES R
a K . & Add - B Fdit [ Delete| & Fhere Used @ Hot Used
& ‘@, Service Policy Rules Source Criteria:
| gl A Rules 4 Enshled Filter: |Filter|clos|
ﬂ; 22 Pilter Rules Source User Securit
: R
=l @5@ Fublio Servers B 5 duz (1 implicit inceming rule) o °
| 1= . —_E,-U'RL Filtering Servers 1 @ any = Hetwork Objects
&) Threat Detection H e T - @ any
T’ Srieiisce iy ?slms,da {1 implicit incoming rule) S
§ Tdentity by TrustSec 1 @ eny s
Y Botnet Traffic Filter 5 B outside (1 incoming rule) @ any
Objects i1 @ anyt - dnzmetwark/24
{0 Unified Communications - &) IMZ. Server
T3 Advanced -5 insidenetwork/24
B sutsidemetwork/23
£ B Global (1 implicit rule) B} 209 165. 200, 227
HE ] @ any
Pl 8-48 i il LI
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FE: BETMEA Tools ( TE ) »Command Line Interface (44475 @ ) FF# A
show run 44~k & & iX 26 4 28,

5545 MANERIIZE X DMZ IR 5% 2% (15 il 2E 4T
a. M PC-C XA NAT A LRSS 23k (209.165.200.227) 1) 1P k44T ping #:4F . Ping
HAER M AE T, nFE 8-49 K.

@ QEMU (Pe-C)

8-49 M PC-C ping 209.165.200.227

b. ASA WHIET (GO/1) M ZALHHEREN 100 (&), DMZ #M (G0/2) 1%
EFRNREN 70, EIETT LTSS A FEHLYT i DMZ BR4%54%. ASA FIEFA
FAAPIAN 28 2 B IR EH A, AR 2% 3241 PC-B (192.168.1.3) X} DMZ JiR55#%
(PC-A) Wbl (192.168.2.3) $447 ping . #2120 wd BT H ozt 4
JRIAS AT SRS AG £ T PR I I ICMP, K] ping 7R 2425 3, 4k 8-50 Fw .

8 aemu ey
eEBSELOO00
File View Tools [ Wizards | Window Help

@) = s 1m0 ping 10216823

P 8-50 M PC-B ping PC-A

c. DMZ JIR%5 28 ToiZon M _E ¥ PC-B 44T ping $:4F, Ko DMZ #:10 G0/2 )% 4
Fon BRIt HAE R #E 0 Go/2 WA L EHEE no forward i74. 7] LA DMZ
HR %% 4% PC-A XHA7F 1P Hutik 192.168.1.3 4b 1) PC-B 447 ping #1E. ping #AEMN 2
AeTh, WKl 8-51 s,

@) QEMU (PC-2y

8-51 M PC-A ping PC-B
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5550 {1 ASDM M $% e sk 2 il B A vE 2 [

FATAT LAE ] Monitoring (Mif5) FLifi s ASA HJ7 J7HiH » M A b i 32 B3 A
0. VPN, B, B HEICS. b BF, Gkt — A EE R NSO
[ B35 30 .

a. ff Monitoring (Ii#%) %iifi—Interfaces ($11) ¥, #il; Interface Graphs

(O E) —outside (HME). 1#EFF Packet Counts (EIEMiTHD, R/GHd Add
AR A InET . B 8-52 o 7 R gt it S i e

2o

File View TDJ% Wizards Window Help Type topic to search| Go

! il
@ Kome 6 Configuratian 5 < Y Y oBack (Q Forrerd ? Kelp c1sco

[a] | Interfaces 3 % Monitoring > Interfaces > Interface Eraphs » outside o
D%W Table Select ome or move of the available graphs far the current graph type and add then to the selected graph list on the right
= THCP

. To display graphs for more than one graph type, select another graph type in the tres on the far left and continue adding
-l DCP Client Lease Inforl  graphs to the selected sraph list
~fffl THCP Server Table
! DHCP Statisties
~offf TPVG DHCP Staticties
- IPV6 DHCP Binding
B Dmanic ACLs Gragh Window Title
B Interface Graphs

Up to four graphs can be displayed in one window. To use an already existing graph window, select the windos title from the
drop=dorn list below. To display eraphs in a mer window, tvpe in a new windor title

[ Bochmerks

Cisco ASDM 7.5(2) for ASA - 192.168.1.1 - Graph (1)

Graph Selection

Available Graphs Selacted Graphs

A » Interface outside, Packet Comts
-{B' FEPoE Client Packet Rates

Bit Rates ¢4 Remove
Drop Packet Comt

Buffer Resources

Packet Errors

iscellaneous

Collizion Counts

K 8-52  CLisAnEdE it Bt e

b. Hifi Show Graphs (B/REE), KEREIE. &Y, &A S RE, WHE 8-53
Fros

[TEj Creco ASDM 7.5(2) Tor ASA - T92.168.1.1 - Graph (1) = TT
FileWindow  Help
(i Export € Brint P Help

Graph Tahle

[[nterface outside, Packet Counts

2
2
=
S
=
=
3
T T T T T -
03/10:68:00 03/10:68:00 03/11:00:00 03/11.01:00 03/11:02:00
ASA Time (GMT)
B Input Packet Count —@— Output Packet Count
Viev: Real-time, dats every 10 see ~

K 8-53 BonKEE

* 131

1 —— |




jIl____ TEEEN — (N TN

P BRMKIZEREENLEE

c. MR4E R2 EHPRF PO A &3R5 77, i xh HZ 1H08 1000 ) DMZ 55 & A 3t
HHEIRAT ping #AF, KRB ASA HIEERMR . WA FHE, " LUIEN ping #
YRR AL

R2# ping 209.165.200.227 repeat 1000

Type escape sequence to abort.

Sending 1000, 100-byte ICMP Echos to 209.165.200.227, timeout is
2 seconds:

| O B

<output omitted>

| O B

Success rate is 100 percent (1000/1000), round-trip min/avg/max =
1/2/12 ms

d. W LIER 8-54 FEFIRHE R2 [ ping #AEL R, R NN . EE
HIEL B iR, BARRGR TRE . 80T DL Table (3R) &I DLERIETE
RAFEF . HFEE, “Graph” (BB FA T AEFER View (FLED 2% 10s
SIS BEE— IR E A . ek SR8 2R DL AR AT F e T

[ Cisco ASDM 7.5(2] for ASA - TO2Z168.1.7 - Graph (1) — I

File Window Help
[ Bxport € Brint P Help

Graph Tahle

Interface outside, Packet Counts

-
&
]
x
G
"
=
=
o ! ! ! P
e P e 11:02:00 03/11:03.00 03/11:04:00
Last 10 minutes, data every 10 sec Time (GMT)
ILast 60 minutes, data every 1 min
[Lest 12 howrs, data every 12 min = Ouiput Ducka s Couns
ILast 5 days, data every 2 hours
View: Real-time, data every 10 sec w

I

Kl 8-54 K[ R2 [ ping #IELE R

e. flif-n &I CEd %R M PC-B Xt 10.1.1.1 4F) R1 1 S1/0 $44T ping $#:1E,
DA SE 100 MR, Wil 8-55 At 45 R 8-56 ATzm o
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8-55 M PC-B ping R1

File Window Help
| Export € Brint P Halp

Graph Tsble

Interface outside, Packet Counts

1’%“1—%%%%

Kpackets

0 T T T T
03/11:09:00 03/11:10:00 03/11:11:00 03/11:12:00 03/11:12.00

ASA Time (GMT)

& 8-56 M PC-B %t 10.1.1.1 $44T ping #1745 5
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